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RANSOMWARE 
AND OTHER MALWARE 

 
Do you need to protect yourself from 
viruses?  The bottom line is an 
unqualified YES.   
 
Of course, you might always leave 
your car and home doors unlocked and 
have never had a break-in then…well, 
you have been very lucky. 
 
Using a computer on the internet is 
like living in an high-crime-rate area.  
There are thousands of people out 
there who just can’t wait to break into 
your computer to get money from you. 
 
Some malware (nasty software, such 
as viruses & spyware) tries to trick 
you into believing there are problems 
with your computer and paying to get 
them fixed. 
 
The current malware du jour is 
ransomware.  All you need to do is 
briefly view a compromised website, 
or open a bogus email, and in a day or 
two all of your data files – documents, 
photos, etc – are encrypted and you 
have a week or two to pay or they are 
permanently encrypted.  It is very 
nasty stuff. 
 
A good antivirus program should 
protect you from ransomware by 
identifying it as soon as it touches 
your computer, and gets rid of it.  Like 
everything else in the world, these run 
the gamut from excellent to 
ineffective. 
 
If you are using an ineffective 
antimalware program, and get hit with 

ransomware, you have essentially 3 
courses of action: 
 
1. Pay the money 

 
2. Reinstall the Windows or Apple 

operating system 
 

3. You can install a good internet 
security program to get rid of the 
ransomware, although you still 
won’t have your files back – see 
the next item for that. 
 

4. If you have been doing regular 
backups, you can recover them 
from the backup   After removing 
the ransomware with a good 
internet security program, you can 
then delete all of the encrypted 
files, which will usually have 
scrambled names, and then 
recover your data files from your 
backup. 

 
There is also social-engineered 
thievery where you get a phone call 
from someone claiming to be from 
Microsoft and tells you that they have 
been monitoring your problem 
submissions and want to help you – 
for a price.  Microsoft will never do 
that – ever!  This is, of course, a type 
of computer thievery that an antivirus 
or internet security program doesn’t 
deal with, but just about the only one. 
 
 

TIP FOR  
SAMSUNG PHONE USERS 

 
Samsung has, for some time, been the 
leading manufacturer of smartphones.   
 
One of the best features of Android 
phones is the ability to multitask – run 
more than one program at a time.  
Recent versions of the now ubiquitous 
Samsung S7 and S8 is the little button 
at the bottom left – the “menu” button, 
which can, and should, be used to 
manage your S7/S8. 
 
When you tap this button, a list of 
running programs is displayed.  The 

two main things you can do with this 
feature are: 
 
1. Quickly switch between 

programs.  For example, if 
someone sends you an address as 
a scanned image or poster in a 
text message, you can quickly 
switch back and forth between 
your calendar (or contacts) and 
the text message, to enter the info.   

 
2. At the bottom of the list there is a 

Close All button which you can 
tap to close all open programs.  
Since each open programs burns 
up battery time, even if not being 
used, periodically closing all open 
programs keeps your battery 
running longer, providing you 
with more phone time on a 
charge. 

 
 

HOW TO 
CLEAN YOUR COMPUTER 

 
Consider that keeping your computer 
physically clean is just good computer 
hygiene.  Here is a brief rundown on 
what you should do – generally about 
every half year.  It will take maybe 15 
minutes – time well spent. 
 
1. Spray a mild cleaner on a rag and 

clean the keyboard.  I have 
worked on some computers that I 
wanted to put on rubber gloves 
because the keyboards were 
sticky-icky.  I have found that 
window cleaners (no pun 
intended) work quite well.  
Stronger cleaning agents are 
unnecessary and may be too 
strong. 

 
2. Clean your monitor using a soft 

rag dampened with non-ammonia 
window cleaner or eyeglasses 
cleaner. 

 
3. Clean the mouse and computer 

case with – you guessed it – a rag 
dampened with non-ammonia 
window cleaner.  In particular, 



removing dust buildup on all air 
vents will help keep the computer 
from overheating, which can 
cause serious damage. 

 
4. Use canned air (available almost 

everywhere, even Costco) to blow 
dust from USB and other ports 
where you can’t reach with a rag. 

f 
5. Remove the side panel of the 

computer case. Usually this panel 
is secured with either a push-
button type of latch, or more often 
with one or two screws.  With the 
cover off, use canned air to blow 
out all of the accumulated dust.  I 
recommend doing this outside.  
Also be sure to blow dust from 
the cpu heatsink, which are the 
fins just behind a fan.  Be sure to 
always use a pencil or pen to keep 
the fan blades from spinning, as 
the canned air can cause the fan 
blades to spin much faster than 
designed and can damage the 
bearings.  This is a precaution to 
take anytime you use canned air 
on a fan blade, as there are other 
fans in most cases. 

 
Also, clean your phones and tablets 
with a rag dampened with non-
ammonia window cleaner or 
eyeglasses cleaner.  Because phones 
tend to be handed to other people, I 
recommend using special antiseptic 
wipes designed for cleaning 
computers/phones/tablets.  I note this 
because my wife is a Nurse 
Practitioner and frequently reminds 
me of the importance of taking simple 
precautions to keep from germs that 
other’s share.  These special wipes 
cost about the same as hand-wipes and 
are available at Staples, OfficeDepot, 
and similar office supply stores. 
 
 

SWYPE YOUR  
PHONE OR TABLET 

 
Starting a few years ago with my 
Samsung S4 phone, I discovered the 
SWYPE feature which can be a great 
timesaver.  Swype also works on my 
newer phone and tablet. 
 
SWYPE is a feature on most android 
phones and tablets that allows you to 
touch the first letter of a word on the 
keyboard and then drag your finger to 

the other characters in the word, and 
then release your finger.  When your 
finger is released the word appears on 
your screen as though you had just 
tapped all of the letters.  Although not 
perfect, it does work amazingly well, 
even if you are even close to the 
characters.   
 

 
 
Of course, it works even better if you 
turn off the autocorrect on your phone 
or tablet as the autocorrect frequently 
guesses wrong. 
 
For some nice demos of SWYPE, go 
to YouTube and enter “swype 
YouTube android” 
 
I just did some checking and SWYPE 
is also available for Apple phones & 
tablets. 
 
 

REASONABLY PRICED 
BLUETOOTH EARBUDS 

 
Apple AirPods are a great idea – or so 
it would seem.  Gee whiz – you don’t 
need a wire to connect your earbuds to 
your music source when running, or 
whatever.  But at $160 – that’s a lot of 
money, particularly so since there are 
several other brands of Bluetooth 
earbuds available on Amazon and 
elsewhere for well under $50. 
 
If you look for Bluetooth earbuds 
(frequently listed as Bluetooth 
headphones although they are 
earbuds) you will see that some are 
just little earbuds that you insert into 
your ear 
 

 
 
 

and other models have a cable 
connecting them. 
 

 
Although not as slick as those without 
connecting cables, consider that non-
connected earbuds, including the 
Apple version, can easily be lost if one 
falls out of your ear.  That can be a lot 
of $$ into the gutter.  Bluetooth buds 
with a connecting cable reduce the 
likelihood of dropping a single bud 
while running, bicycling, and similar 
activities as both buds need to fall out 
and even then, they are easier to find 
in the grass. 
 
A quick search on Amazon for 
“Bluetooth earbuds stereo” with a 4-
star and up rating displayed almost all 
Bluetooth buds for under $50, some of 
which are rechargeable and come with 
wireless chargers.  There was even a 
set for a few pennies under $10 
(probably not very good).   
 
Several of these also have 
microphones so that, if your source of 
music is your phone, you can also talk 
on the phone, as I found out when 
skiing.  I use my phone connected to 
speakers in my ski helmet to play 
tunes while skiing, and when the 
phone rings I just tap a button to 
answer the phone.  Think about it – 
you are riding your bicycle and don’t 
have to stop when the phone rings – 
just tap a button to answer the phone. 
 
 
This newsletter is a service to clients of Coastal 
Computer Care.  Please remember us when you 
need professional computer support or tutoring.  
If you are not currently a client but wish to 
receive this free newsletter, send me a request 
via email and I’ll be happy add you to the 
distribution list 
 
Disclaimer:  Coastal Computer Care presents 
information in this newsletter as a courtesy.  
The recommendations are made in good faith 
and are believed to be reliable and safe. CCC 
cannot, however, foresee every possibility and 
assumes no responsibility for any problems that 
may be encountered as a consequence of the 
recommendations.  Always backup your 
computer and make sure that System Restore is 
set to On. 


